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Remediation:
Using the Amazon unified command line interface:

Enable versioning for all the S3 buckets that does not have this feature

enabled

aws s3api put-bucket-versioning --bucket <s3_bucket_name> --
Status=Enabled

Benchmark: NISTAWS_Storage

ReferencelD: cav_aws_webapps_1_9_53_buckets_have_versioning
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WARNING

Remediation is irreversible. Are you sure you want to proceed?

NO
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Cavirin Alert: Reso ype 'Virtual Network' failed the policy - 2.9 Ensure VPC flow logging is enabled in all VPCs' in the 'AWS NIST 800-53r4 Policy Pack'

Please find the resource identifiers, remediation and audit steps below :
[ ™= o " ]

Remediation steps: Perform the following to determine if VPC Flow logs is enabled:
Via the Management Console:

* Sign into the management console

* Select Services then VPC

* In the left navigation pane, select Your VPCs
* Select a VPC

* In the right pane, select the Flow Logs tab.

* If no Flow Log exists, click Create Flow Log
* For Filter, select Reject

* Enter in a Role and Destination Log Group

* Click Create Log Flow

* Click on CloudWatch Logs Group
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